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THE LOS ALAMOS SCIENTIFIC LABORATORY LONG-RANGE ALARM SYSTEM

by

Robert DesJardin
University of California
Los Alamos Scientific Laboratory
Los Alamos, New Mexico 87545 USA

and

Jack Ma . hanik
Bradford National Corporation
New York, New York 10057 USA

Abstract, This paper presents a description of the Los Alamos
Scientific Laboratory (LASL) Long-Range Alarm System to the se-
curity community,

The last few years have brought significant changes in the
Department of Energy regulations for protection of classified
documents and special nuclear material, These changes in requ-
lations have forced a complete redesign of the LASL security
alarm system.

LASL covers many square miles of varying terrain and con-
sists of separate technical areas connected by public roads and
communications.

A design study over a period of 2 years produced functional
specifications for a disteibuted inteliigente, expandable alarm
system that will handle 30,000 alarm poinls from hundreds of
data concentrators spreat over a ?50-km’ area. Emphasis in
the desiqn was on -onstop operation, dala security, data commun-
fcation, and upward expandabilil; to Incorporats fire alarms and
the computer-aided dispat-hing of security and fire vehicles.

A1l aspects of the alarm system werc to be faull tolerant
from the cenlral compuler system down te but not including the
individual data concentrators. Redundant communications lines
travel over public domain from Lhe alarmed area to the central
vharn statjon,

Introduct ton

The Lns Alamos Scientific Laboratory (LASL)
i present Iy o upgrading ats sncurity alarm system,
This upgeade was made nocessary throuah a combina-
tiom of changen in Department of Enerqy (DOT) spec-
ifications and the outdated condit{on of the exisgt-
ing I0-year-ald alarm systom,

A deseription of the adisting alarm systom and
the ohinctiven of  Lhe Long-Range  Alarm  System
(LORAYY were provion v rovered dnoa paper pre-
sented at _the Carnaoan Conterence on Crime Counter-
mevatprneg

Systers Overyiew

The LORAX systom iy funded g% a part of the
DCE Safegquardy program. The  Satequards  program
covers  the upgrading of physteal protection aad
nue lear water 1al arcountability aw well as alarm
sysioms,

To meet the performance qoals, a system archi-
tecture was developed and s 1 Nlustrated in Ty,
1. The divisions at the top of the figure repre-
sent the mafor system fun~tions: that is, firly
Installation, incYuding an Intelligent mul* iploxing
system that concentrales the alarm data, the con-
tral alarm station; and the remote man/machine in-
terface terminals (operator stat tons),

If a sensnr is “riggered or a VYwmper s de.
tectod, an alarm ds transmittod over the data coe .
munication system to the contral computer systom
located at the contral alarm station.  The conputer
will Adentify a vesponse proplanned for the 31qem
and tranwnit 41 to the DOC Dispatch Station 100,
Fmerqeney phone calls are handlod throggh the )]
telephone system. When a il call fo reevived, the
0OF operator £ills out a CRT form that creates, an
alarm event,  The DAF rosponse forces can he din-
patebed  through a computer-alded dispateh systom
or telephone, '



Figure 1. LORAX

Because of the size of the security upgrade
program, the LORAX system is being developed in two
phases, The first phase, which is strictly secur-
ity, will include a1l of the functions 1llustrated
in Fig. 1 with exception of computer-aided dis-
patch., Software hooks will be made availahle and
the computer-aided dispatch will be added at a
later date, In the interim, response forces will
he manually dispatched through telephone or exist-
ing ratin channels,

Specific LORAX Security Activiting

Sper ific operational activities that are moni-
tored, assisted, or controlled by the LORAY sy«inm
and Tt operators are as follows:

e Monitoring status of all iIntru«ion detection
system (IDS) sensors, that 1s, access/se-
cure, alarm, tamper and line faults.

o Monitoring and controlling all personnel
authorization and supervision subsyutems;
that in, access/secure, hadoe/card readers,
koyboard entry ID, quard watch tours, duress
alarm, and local annunciators,

e Mnnitoring and controlling all (D5 {ests,
e Moniteinn status of the IDS response force,

® Prosent ing  response force preplans corre-
snonding to alarm incidents,

o fmrelation of alarms that mav he from the
same incident,

o Conduet ing computer=atded dispatch and
supery ision of the IDS rosponte foree,

e Maintaining IDS operational  and  archiva)
records, logs, reports,

@ Accoss/serure lon,
o Mintout of all IS alarmy with resul Ing

INS  response force acttons and  wtatements
of o fdent resolution,
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system overview,
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o Recording of ai® (77 -a=i- trargmigginne,
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® Records of a'® 77 '--17 ard romata tost
results,
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LORAY Scftmare T,oryipw

LORAY software is Zistrivited and multilay-
ered. Distributed implies that avocutahle code and
data reside ir discrete an' woparabe compenent o of
the system, tnat 1is, the central computer, the
field concentrators, and in intelligent terminals,
Multilayered means the software s arranged in a
hierarchical strurture, The operating system soft-
ware supplied by Tandem Computers, Inc., providos
various facilities for file management and data
communications, the LORAY executive programs add
utilities for line and screen handling, and finally
the application programs implement the various
facets of plant csecurity protection. Software at
cach level han heen structured into functiona)
modules facilitating hack-up praocedures whirh n.
sure ncns.op operation of the system, as wol! an
to allow for futoro arowth, Planning in underway
to add fire protection services tu the LORAY
system for  the LASL complex  and  fte qilig ont
community,

Whenever possible, the LORAX software han henr
designed to take advantage of the unique arehite -
ture of th. Tandem computer and tts ancilla o
erating software,  For example, each proces, ove.
cut ing tn the contral computer e hacked up '
process in g different  processar/memory  unit,
Tandem processes consist of a program area and a
separate data area. The program area I puee codeg
thevefore onty the data need to be saved at erit.
fcal stages of the operation,  The Tandes opaeeyr o
system  pravides  faciiition  tor monitorin:  tep
health chacky  of  each  contral  processing e
(CPLY, The appropeiate back-un proces. -
mitiated in the event of a CPU failure with mina.
mal divruption of the procoss flow,  All gystes
nd appitcation programs dec the veategl compiter
are weitton In TAL, which {5 an Alaom)-1ike, block-
structured  Tanguage,  The TAL compiler gonerates



the reentrant program code so that several copies
of a process can operate simultaneously using the
same memory locations, each with its own data area
in memory. By applying enqueueing techniques to
common files, 4t 1is possible to implement multi-
threading of process tasks within the LORAX envi-
ronment, In other words, several alarms can be
handled simultaneously by the software on a prior-
ity driven interrupt basis.

A centralized data base furrishes the key to
the integration and operation of the distributed
LORAY. software. Within the Tandem system, tables
keep track of on-going processes as well as the
location of system resources to provide for optimal
operations and for back-up and restart procedures.
The LORAX data base is implemented through Tandem's
file management system and provides multikey access
to the diverse elements of the security system.
Executable code and data are downline loaded from
the central data base to the field concertrators
and to intelligent terminals. Messages from these
remote sites are in turn linked *through the data
base to the appropriate security response and log-
ging functions. Management reports are generated
from the data base through the use of the Tandem
query and report generation software package.

Software in the field concentrators is used
to perform three disnrete functions within the
LORAX system,

1. Control the interaction between clusters
of CRT terminals, printers, and other
man-mach ine interface devices tn the cen-
tra) computer.

?. Interface on-line information to and from
other Los Alamos computers and the LORAX
system,

3. Provide all site security functions, 1n-
cluding intrusion alarm detection report-
ing and stte access control.
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Figure 2.

The appropriate set of object modules and
data tables are downline loaded from the central
computer to each field concentrator to implement
the required functions at the remote site. New
microproce.sor codes for the field concentrators
is generated on a development system and loaded
into the Tandem computer through a serial fort
where it 1is stored for subsequent use. If there
is a temporary loss of communication with the cen-
tral computer, the concentrator software associated
with site security is cupable of implementinz a
reduced set of functions in a standalone mode.

Security Consideratioas

Security considerations for the LURAX system
can be divided into three areas:

e Serurity internal to an alarm-protected
area.

o Transmission of the data from the alarm-
protected area to the central alarm sta-
tion, and in turn transmission of the alarm
preplans to the operator's terminals,

e Security internal to the central alarm
station.

Security Internal to the Alarm-Prctected Area

A11 security sensors, whether they are door
switches, motion detectors, badge readers, etc.,
are monitored by the SCADA multiplexor unit, 11.
lustrated in Fig 2. The multiplexor hac sperial
security function cards that perform a dc supervi-
sion of each sensor. The supervision will produce
four different alarm states:

o Tamper alarm -- all sensors and multiplovor
cabinets contain tamper switches.

o Real alarm -- the sensor itseif has hoen
trigqered,

[
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LORAX multiplexor,



o Line fault -- the line is short circuited
(treated as a tamper).

e Line fault -- the 1ine is open circuited
(treated as a tamper).

The supervision tolerance is such that an
alarm will be generated with a 6% change in the dc
current level, The data inputs to the multiplexors
are scanned at least every 100 ms by the multi-
plexor, and any change of state is latched and buf-
fered to be rcent to the certral alarm station.
When an alarm 1s generated, the multiplexor will
issue a signal to the central alarm station indi-
cating that it wants to be polled. In addition to
the electrical supervision of the sensors, the
multiplexor itself 1s 1located within the alarm-
protected area and 1s under the premise control of
the roving Protective force.

Transmission to the Central Alarm Station

The alarm data are transmitted to the central
alarm station at the time the multiplexor s
pollxd. The transmission protocol 1nvolves a
unique Seed/Response mechanism in which a seed
pattern of 8 bits {s sent to the multiplexor by
the central computer, and the multiplexor operates
on that seed with an algorithm contained within
the multiplexor. The algorithm uses the A8-bit
seed patturn plus previous trarsmissions and other
data amounting to 64 bits of information that s
rearranged, The multiplexor then transmits an
8-hit response and a sced of its own to the central
alarm station. The central computer cnmpares the
response with what it has computed, using the same
algorithm to indicate that a valid response has
been obtained. The algorithm used by the multi-
plexor 1is wunique to that mul: )lexor, and there
are up to 10 algorithms in each multiplexor that
can he called to operate on the cata hy the central
computer system, Part of the seed generation is
to do an "exclusive or" so there Is no repeating
of the hit pattern, Redundant ~omnunicition lines
are used between each remote nultiplexnr and the
central alarm station. The redundant lines are
used for reliabililty, The dala that are trans-
mitted also contain a 16-it CRC check, The proto-
cnl between the myltiplexors and the central alarm

P T mmern e N oo
::;y :__J Co

e e i |
oo
[:.-u'.. Som Lﬁ._gl:-_l_'_.”_] I l
Fake-u|
,: - o |

| = \ﬂ" o

Figqure 3.

station is asychronous and operates at baud rates
up to 9609.

The alurm messaga transmissions to the opera-
tor stations contain the same security checiting as
between the central alarm station and the multi-
plexor.

Security Internal to the Central Alarm Station

The central alarm station is under supervised
control 24 hours a day, 365 days a year. There is
no attempt made to prevent the knowledgeahle person
from getting into the computer syster if he has
access to the central alarm station; however, all
remote terminals that connect to the central alarm
station have a logical line associated with them,
which allows them to interact orly under certain
application programs. In no cases are external
terminals allowed to control critical parts of the
system data base. The software operating system
has multiple levels of security such that chanqges
to programs can only be ohtained by the use of the
appropriate "log on" code words.

Personnel Access Control

One of the requirements of the LORAX system
1 that it must be ahle to talk directly to stand-
alone site computers as well as the SCADA multi=
plexors, {llustrated in Fig. 3. Personnel control
is typitied on this diagram by a hadge being read
through an accass control unit., The card informa-
tion will be sent to a local standalone computer
system that will thorize access to the appropri-
ate area. In the cvent that the person is not in
the local data base. the access request will he
transmitted to the central alarm station tn deter-
mine if the person can lLe granted access authori-
zation. In the event nf lost or stolen badges or
adiitions to data bases, information {is downluaded
fron. the central alarm station tn the lucal site
ce ‘roller,

A variation of acerss control is when an ac-
ceuy request comes from a security area in a secure
state. This request requires an access/secure
switch change and is also {llustrated in Fig. 13,
if the appropriate badge and 1D codes are read into

Access control,
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Figure 4. DCNMS system configuration.

tne computer, the computer will generate & signal
to the central alarm ctation indicating there is a
request to put an area into uccess. The command
from the central alarm station is sent to the local
SCADA MUY, and the alarms will be masked from thrat
area at the nltiplexor,

Reliability and Error Considerations

Field Concentrator

With the exception of the field concentrator,
all components of the LORAX system are redundant,
Back-up emergency power is prnavided to all system
components,  While the multiplexor provides a sin-
ale point of failure, design of the system is such
that i1 a specific multiplexor goes down, the area
it collects data from will be sufficiently smal)
so it can be patrolled bv a guard during the down-
time, The MTBF of the multiplexor indicates we can
expect one failure every 2 years per multiplexor,

Comrwunications

The conmunication system (Fig 4) from the
alarm-protected area to the central alarm station
consists  of redundant phone lines, or {in some
cases, one line may be coaxial cable. The modems
at the multiplexor are »rdundant and switching fs
provided so that dinital or analug loopback car be
controlled from the Tech Cfontrol Cent~r at the
contral alarm station,

The  redundant  communication lines come in
through dual modems at the central alarm station
into two different asynchronous controllers tinto
different Tardem compulers. A1l data, both in the
multiplexor and the central computer system, are
buffered to provent lost data during any transmis-
ston tarlure,  The redundant communication lines
from the central alarm station to the operator
stations are interfaced to a special piece of tard-
vare that provid = *he security checking, In the
event an operator's  terminal  should go down, a
back-up teeminal is provided at the central alarm
statton for the dispatching of alarms,

Central Computer System

The central computer system is comprised of
three Tandem 16 computers. The ability to coentin-
uously monitor and process security information on
line can be achieved by this multiprocessor system
specifically designe to incorporate the hardware
and software feature necessary for nonstop opera-
tion.

The Tandem 16 system includes the following
hardware items:

o All nardware modules are duplicated

o Hardware failure of one module does not af-
fect others

o Multiple paths between all modules

o No critical power supplies in the system

o Very high intermodule transfer rates (to
avoid excessive overhead involved in keeping
all modules undated with the current sysiem

status)

o Repatrs are effacted without shutting down
the system

o llse of conventional circuitry

o Hardware modules are available off the shelf
The software factors include the following:

o A multiprocescor operating system

e An operating system capable of chanying
message routes {on behalf of the application

programs) to avoid failed components

o An operating system capable of reconfigw ing
ftself "on the f1y®



® No critical processors (system master-) are
included that can corrupt the system

e The failure handling and recovery is not
left to the application programmer

o The application programs can be written in-
dependently of system configuration in a
block structural language.

Central Alarm Station Power

The power system for the central alarm station
consists of normal utility power, which in turn is
backed up by a 30-minute uninterruptible power
supply (UPS) system, which in turn is backed up by
a diesel-powered electric generating system. The
operator's terminals at Station 100 are all backed
up under UP5 and diesel-generated power.

Reliabtlity.

An extensive reliability analysis has been
conducted on the redundant parts of the system, and
results have shown that the system should be able
te process alarms 99.997% of the time exclusive of
field concentrator downtime,

As stated previously, all data are buffered
and require an acknowledgment transmission before

the buffers can be :zleared. Each transmission is
accompanied by a 16-bit CRC check.

Lonclusions

The LORAX system provides a sophisticated,
distributed intelligence alarm system achieved
through the use of a conservative approach.

Fach piece of hardware, while using state-of-
the-art technology, has been proved in previo.
installations; the software being generated to tic
the system together is structured such that expan-
sfons and changes can be easily handled. A1l sys-
tem generations can be handled while the system is
on line with only a momentary interruption during
changeover to the new configuration.

The LORAX syster 1is scheduled to be opera-
tional during the summer of CY-81 and will provide
a flexibility and expansion of use not obtainable
with present off-the-shalf alarm systems.
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